gb*\ Microsof.t" .
3.0ffice SharePoint

Server 2007

Planning and architecture for Office
SharePoint Server 2007, Part 2

Microsoft Corporation
Published: March 2007
Author: Office IT and Servers User Assistance (012ITdx@microsoft.com)

Abstract

This book provides information and guidelines to lead a tbaough the steps of

planning the deployment of a solution based on Microsoft Office SharePoint

Server 2007. The audiences for this book are business application specialists, line

of-business specialists, information architects, IT generalists, prograngensna

and infrastructure specialists who are planning a solution based on Office

SharePoint Server 2007. This book also includes links to planning worksheets for

recording information related to your planning and deployment activities.

This book is the semd part of a twepart series. You can find the other part at the

following link:

e Planning and architecture for Office SharePoint Server 2007, part 1
(http://go.microsoft.com/fwlink/?liklD=79552&clcid=0x409)

The content in this book is a copy of selected content ipftlee SharePoint

Server technical library (http://go.microsoft.com/fwlink/?Linkld=84739) as of the

date abovef-or the most current content, see the technical library on the Web.
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Determine hardware and software
requirements (Office SharePoint Server)

In this article:

e About hardware and software requirements

e Stand-alone installation

e Server farm installation

This article describes ¢hhardware and software requirements for installing
Microsoft Office SharePoint Server 2007.

About hardware and software requirements

An installation of Office SharePoint Server 2007 can range from a single
computer (standlone installation) to many comjaus (server farm). The
requirements for your installation will depend on the availability and scale
requirements for your solution. This article describes the minimum and
recommended hardware requirements based on whether you are deploying a
standalone nstallation or a server farm. This article also lists the software
prerequisites for installing Office SharePoint Server 2007.

This article does not provide guidance about choosing a farm topology or
hardware based on availability requirements or perfocemand capacity
requirements. For more information about designing your solution to address
these requirements, selan for availability (Office SharePoint Server).

The hardware and software requirements described in this article apply to both
x32-biti based and x648iti based systems.

Itaniumbased systems are not supported.

Stand-alone installation

You can install Office SharePointiSer 2007 on a single computer by using

either of the following methods:

e By selectingasic.

e By selectingadvanced, and then selectingtand-alone in Office SharePoint
Server 2007 Setup.
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Hardware requirements

The following table lists the minimum and recommended hardware requirements
for deploying Office SharePoint Servéd@, including the deployment of
Microsoft SQL Server 2005 Express Edition, for a stalmhe installation.

Component Minimum Recommended

Processor 2.5 gigahertz (GHz) Dual processors that
are each 3 GHz or
faster

RAM 1 gigabyte (GB) 2GB

Disk NTFS file systemi NTFS file systemi

formatted partition with | formatted partition with
a minimum of 3 GB of |3 GB of free space plus

free space adequate free space
for your Web sites
Drive DVD drive DVD drive or the

source copied to a local
or network-accessible

drive
Display 1024 x 768 1024 x 768 or higher
resolution monitor
Network 56 kilobits per second |56 Kbps or faster
(Kbps) connection connection between
between client client computers and

computers and server server

Software requirements

Because Office ShaPoint Server 2007 is built on Microsoft Windows
SharePoint Services 3.0, the requirements that apply to Windows SharePoint
Services 3.0 also apply to Office SharePoint Server 2007.

Because the Office SharePoint Server 2007 installation and catfayu
wizard marshals many components, if you uninstall Office SharePoint
Server 2007, and then later install Office SharePoint Server 2007 on the
same computer, the Setup program could fail when creating the
configuration database, which would causeghtre installation process

to fail. You can prevent this failure by deleting the existing configuration
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database or by using theconfig command to create a new configuration

database.
2007 Microsoft Office system uses a common installer, and the fedhateare
available in your Office SharePoint Server 2007 installation depend on the
product identification (PID) key that you specify during installation. This means
that even with the same installation source, if you specify a different PID key (for
exanple, a PID key for a different Office SharePoint Server 2007 edition), a
different feature set will be available for installation.

Database

When you perform a Basic installation, SQL Server 2005 Express Edition is
automatically installed. When you perfoan Advanced installation on a stand
alone computer that already has Microsoft SQL Server installed, ensure that the
computer meets the hardware and software requirements for a database server.
For more information, se®atabase server later in this article.

Because of Windows licensing restrictions, if you are using Windows Server
2003, Web Edition in a single server environment, you can only perform a Basic
installation. Tls is because the full SQL Server editions cannot be installed on
Windows Server 2003, Web Edition. However, you can install SQL Server 2005
Express Edition or SQL Server 2000 Desktop Engine (Windows) (WMSDE).

Operating system

Office SharePoint Server 200idns on Windows Server 2003 with SP1 or later.
We recommend that you apply all critical updates. You can use the following
Windows Server 2003 editions:

¢ Windows Server 2003, Standard Edition

e Windows Server 2003, Enterprise Edition

e Windows Server 2003, Datacenter Edition

¢ Windows Server 2003, Web Edition

Because of Windows licensing restrictions, if you are using Windows Server
2003, Web Edition in aingle server environment, you can only perform a Basic
installation. This is because the full SQL Server editions cannot be installed on
Windows Server 2003, Web Edition. However, you can install SQL Server 2005
Express Edition or SQL Server 2000 Deskifogine (Windows) (WMSDE).

Office SharePoint Server 2007 administration functions require Microsoft Internet
Explorer 6.0 with the most recent service packs or Internet Explorer 7.0.
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@ Important:
Office SharePoint Server 2007 requires Active Directoryctiomy
services for farm deployments. Therefore Office SharePoint Server 2007
cannot be installed in a farm on a Windows NT 4.0 domain.

Windows components

After you have installed the operating system and applied all critical updates, you
must configure theomputer to be a Web server by enabling Internet Information
Services (lIS) 6.0, including:

e Common files

o WWW

e Simple Mail Transfer Protocol (SMTP)

You must configure the server to use6.0 worker process isolation mode. This

is the default setting in new installations. However, if you have upgraded from IIS
5.0 on Windows Server 200Run WWW in IIS 5.0 isolation mode is enabled, and

you must change this setting to uISe5.0 worker process isolation mode.

To enable email notifications, you need to configure incoming and outgoing e
mail settings. To configure sendingrail alerts and rnidications, you must

specify an SMTP-enail server. To configure your installation so that your
SharePoint sites can accept and archive incomingie you must install the 1I1S
SMTP service.

Microsoft .NET Framework 3.0

Before installing Office SharePdiServer 2007, you must install the Microsoft

NET Framework 3.0 and then ensure that ASP.NET 2.0 is enabled.

To enable ASP.NET v2.0.50727, open the Web service extension in the IS snap
in on the Microsoft Management Console (MMC). If ASP.NET 2.0 is liestan

the computer before 1IS is enabled, you must enable ASP.NET 2.0 by running the
commandaspnet_regiis -i.

Server farm installation

The primary difference between a single server and a server farm topology is that
you can use one or more computerbdst the following server roles:

e Application server

e Frontend Web server

e Database server
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This section describes the minimum and recommended system requirements for
each server role. If you install more than one role on a single computer, ensure
thatthe computer meets the minimum requirements for all server roles.

Application server

Hardware requirements

The following table lists the minimum and recommended hardware requirements
for deploying an Office SharePoint Server 2007 application server.

Component Minimum Recommended

Processor 2.5 GHz Dual processors that
are each faster than
2.5 GHz

RAM 2 GB 4 GB

Disk NTFS file systemi NTFS file systemi

formatted partition with | formatted partition with
a minimum of 3 GB of |3 GB of free space plus
free space adequate free space
for your data storage
requirements

Drive DVD drive DVD drive or the
source copied to a local
or network-accessible

drive
Display 1024 x 768 1024 x 768 or higher
resolution monitor
Network e 56 Kbps connection |e 56 Kbps or faster
between client connection between
computers and client computers
server and server
e For connections e [For connections
between computers between computers
in your server farm, in your server farm,
100 megabits per 1 gigabit per second
second (Mbps) (Gbps) connection

connection
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Software requirements

Because Office SharePoint Server 2007 is built on Windows SharePoint Services
3.0, the requirements that apply to Windows SharePoint Services 3.0 also apply to
Office SharePoint Server 2007.

We recommend that yaastall Office SharePoint Server 2007 on a computer that
has a new installation of Windows Server 2003 with SP1 or later and all critical
updates.

2007 Microsoft Office system uses a common installer, and the features that are
available in your Office ShaPoint Server 2007 installation depend on the PID

that you specify during installation. This means that even with the same
installation source, if you specify a different PID key (for example, a PID key for
a different Office SharePoint Server 2007 editj@ndifferent feature set will be
available for installation.

Operating system

Office SharePoint Server 2007 runs on Windows Server 2003 with SP1 or later.
We recommend that you apply all critical updates. You can use the following
Windows Server 2003 dthns:

¢ Windows Server 2003, Standard Edition

e Windows Server 2003, Enterprise Edition

e Windows Server 2003, Datacenter Edition

e Windows Server 2003, Web Edition

Office SharePoint Server 2007 administration functions require Internet Explorer
6.0 withthe most recent service packs or Internet Explorer 7.0.

Windows components

After you have installed the operating system and applied all critical updates, you
must configure the computer to be a Web server by enabling 1IS 6.0, including:

e Common files

o« WWW

e SMTP

You must configure the server to Use6.0 worker process isolation mode. This

is the default setting in new installations. However, if you have upgraded from IIS
5.0 on Windows Server 200Run WWW in IIS 5.0 isolation mode is enabled, and

you must change this setting to Us®6.0 worker process isolation mode.

To enable email notifications, you need to configure incoming and outgoing e
mail settings. To configure sendingrail alerts and notifications, you must

specify an SMTP-enail serve. To configure your installation so that your
SharePoint sites can accept and archive incomimgig you must install the IIS
SMTP service.
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Microsoft .NET Framework 3.0

After you have configured the server as a Web server, you must install the
Microsoft.NET Framework 3.0 and then ensure that ASP.NET 2.0 is enabled.

To enable ASP.NET v2.0.50727, open the Web service extension in the IS snap
in on the MMC. If ASP.NET 2.0 is installed on the computer before IIS is
enabled, you must enable ASP.NET 2.0doyning the commanakpnet_regiis -i.

Front-end Web server

Hardware requirements

The following table lists the minimum and recommended hardware requirements
for deploying an Office SharePoint Server 2007 fremtl Web server.

Component Minimum Recommended

Processor 2.5 GHz Dual processors that
are each 3 GHz or
faster

RAM 2GB More than 2 GB

Disk NTFS file systemi NTFS file systemi

formatted partition with | formatted partition with
a minimum of 3 GB of |3 GB of free space plus
free space adequate free space
for your data storage
requirements

Drive DVD drive DVD drive or the
source copied to a local
or network-accessible

drive
Display 1024 x 768 1024 x 768 or higher
resolution monitor
Network e 56 Kbps connection |e 56 Kbps or faster
between client connection between
computers and client computers
server and server
e For connections e For connections
between computers between computers
in your server farm, in your server farm,
100 Mbps 1 Gbps connection

connection
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Software requirements

Because a frorend Web server is a subset of an application server, all features
on a frontend Web server are available on an application server. The software
requirements for the frorend Web server are tharse as the software

requirements for the application server before you add specific resources to meet
the demands that you forecast as a result of your capacity planning phase.

Database server

The computer that hosts the database server role must havee®@@r 2000 with
SP3a or later or Microsoft SQL Server 2005 SP1 or later. Some advanced features
required SQL Server 2005 Analysis Services SP1 or later. For information about
the hardware and software required to deploy a database sen&pLseever

2005 System Requirements
(http://go.microsoft.com/fwlink/?LinkID=75010&clcid=0x409).

Because of Windows licensing restrictions, if you are using Windows Server
2003, Web Edition in a sgte server environment, you can only perform a Basic
installation. This is because the full SQL Server editions cannot be installed on
Windows Server 2003, Web Edition. However, you can install SQL Server 2005
Express Edition or SQL Server 2000 DesktopiBagwindows) (WMSDE).



http://go.microsoft.com/fwlink/?LinkID=75010&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=75010&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=75010&clcid=0x409
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Plan browser support (Office SharePoint
Server)

In this article:
e About browser support
e |evels of browser support

About browser support

Microsoft Office SharePoint Server 2007 supports several Web browsers that are
commonly used. However, there are certain browsers that might cause some
Office SharePoint Server 2007 functionality to be downgraded, limited, or
available only through altertige code. In some cases, functionality might be
unavailable for noncritical administrative tasks.

As part of planning your deployment of Office SharePoint Server 2007, we
recommend that you review the browsers used in your organization to ensure
optimal performance with Office SharePoint Server 2007.

Levels of browser support

Web browser support is divided into two levels: level 1 and level 2. Although
administrative tasks on SharePoint sites are optimized for level 1 browsers, Office
SharePoint Server 2@@&lso provides rendering support for other browsers that

are commonly used. To ensure that you have complete access to all the
functionality, we recommend that you use a level 1 browser for administrative
tasks.

Level 1 Web browsers

Level 1 Web browserske advantage of advanced features provided by ActiveX
controls and provide the most complete user experience. Level 1 browsers offer
full functionality on all SharePoint sites, including the Central Administration
Web site. Level 1 browsers are listedhe following table.
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Browser Windows Linux/Unix Macintosh OSX

Microsoft X
Internet Explorer
6.x (32-bit)

Windows X
Internet Explorer
7.x (32-bit)

Level 2 Web browsers

Level 2 Web browsers provide basic functionality, so that users can both cead an
write in SharePoint sites and perform site administration. However, because
ActiveX controls are supported only in level 1 browsers and due to the
functionality differences within different browsers, a different user experience
might be provided and thecould be some variances from the user experience
from the level 1 browsers. Level 2 browsers are listed in the following table.

Browser Windows Linux/Unix Macintosh OSX
Firefox 1.5 X X X

Mozilla 1.7 X

Netscape X

Navigator 7.2

Netscape X

Navigator 8.1

Safari 2.0 X

If a browser is not listed in either level 1 or level 2, it is not supported. For
example, older browsets such as Internet Explorer 5.01, Internet Explorex,5.5
Internet Explorer for Macintosh, and versions of tipadty Web lbowsers that

are earlier than the ones listed as level 2 browsease not supported.
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Chapter overview: Design server farms
and topologies (Office SharePoint
Server)

Microsoft Office SharePoint Server 20pibvides the flexibility to meet many
different deployment solution goals. This chapter includes guidance that can help
you:

¢ Determine the number of server farms required to meet your solution goals.

e Plan for the relationships between server farms.

e Plan forinternetfacing server farms.

¢ Design servefarm topologies to meet availability goals.

In this chapter:

e Plan for server farms describes criteria that can be usedletermine if multiple
server farms are required, including licensing requirements.

e Design extranet farm topology (Office SharePoint Server) describes the supported
topologies for deploying a Office SharePoint Server Z¥jverfarm in an
Internetfacing environment.

e Design content deployment topology describes elements of topologies designed
for content deployment and illustrates typical content deployment topologies.

e Design document conversions topology describes topology requirements and
tuning guidance for deploying document converters on a server farm.

e Plan for availability (Office SharePoint Server) describes the availability options
for the server roles included in a Office SharePoint Seseefer farm.
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Plan for server farms

In this article:

Licensing requirements

Organizational requirements

Availability and service-level agreements

Functional requirements

Performance and scalability

This article can help you determine how many server farms your organization
requires. There are many different types of sites that you can build and operate
using Microsoft Office SharePoint Sfer 2007. Depending on how many and
what types of sites you plan to deploy, you might plan for more than one server
farm.

This article describes criteria that can be used to determine if multiple server
farms are required. Subsequent planning articleagga@uidance on planning for
individual farms, including the following:

e Plan for availability (Office SharePoint Server)

e Chapter overview: Plan for performance and capacity (Office SharePoint Server)

Licensing requirements

Consider licensing regrements to determine the minimum number of server

farms that you need to plan for. There are two server licenses available for Office
SharePoint Server 2007. These licenses cannot be combined on the same server
computer or on the same server farm. Thiedong table lists and describes each
license offering.

Offering Description
Microsoft Office SharePoint Server | This license is required to run Office
2007, Server License SharePoint Server 2007 in

client/server mode. You should use
this license with the requisite
number of Client Access Licenses
(CALSs) appropriate for your
organizational needs.
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Offering Description

Microsoft Office SharePoint Server | You may use the software for

2007 for Internet sites Internet-facing Web sites only. All
content, information, and
applications must be accessible to
non-employees. This license has all
the features of the Enterprise
Edition of Office SharePoint Server.
This is a per server license that
does not require the purchase of
Client Access Licenses.

If you plan to deploy internal aent for your organization and Interffating

content for noremployees, you must deploy at least two server farms to meet
licensing requirements.

The remainder of this section describes which license to use for different types of
deployments.

Intranet sites for both internal and remote employees

Use the server license with the appropriate number of CALs. Even though intranet
sites might be exposed to the Internet to allow access to remote employees, this is
the correct license for this scenario.

Internet sites for external users
Use the Internet sites license.

Partner extranet sites for communication with employees of partner

companies

You can choose the following options for partner extranet sites:

e Add a partner extranet site to a server farm that is hosting the company
intranet (server license). With this option, you must ensure that you purchase
the requisite number of CALs for partner employees.

e Add a partner extranet site to a server farn ihosting the company
Internet site (Internet sites license). This option does not require CALs for
partner employees or for your own employees who are collaborating with
partners. However, on this farm, you may not create sites that are used
exclusivey by employees of your organization.

e Deploy a dedicated server farm for partner collaboration and use the Internet
sites license. This option does not require CALs for partner employees or for
your own employees who are collaborating with partners. However, on this
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farm, you may not creasgtes that are used exclusively by employees of your
organization.

If you plan to deploy a single server farm, use this server farm. If you plan to
deploy two different server farms, one for intranet sites and one for Internet sites,
consider the followin@spects to help you decide which server farm to use for
partner extranet sites:

Nature of collaboration If the primary purpose of a partner extranet site is to
securely communicate information to many partners, the Internet server farm
is the most economical choice. On the other hand, if the primary purpose is to
work collaboratiely with a small number of partner employees, the intranet
server farm might be a better choice. Choose the option that enables you to
optimize the farm for its intended role (that is, collaboration vs -osdyl
content).

Number of partner employees If you collaborate with many partner

employees and cost is a strong criterion, you can securely host both
collaborative and anonymous content on an Intdiamhg farm with the

Internet sites license.

If you collaborate with many partner employees, carsitéploying a dedicated
server farm for partner extranet sites in the following circumstances:

You do not plan to deploy a server farm for Internet sites and it is more cost
effective to purchase the Internet sites license than to purchase CALs for all
partner employees.

Your organization prevents authenticated access to or collaboration on the
same server farm that hosts your Internet site.

You anticipate or are experiencing performance issues on a server farm that
hosts both Internet sites and partner extranet sites. For example, partner
employees report slow response times when collaboratirapntent.

Pre-publishing environments for Internet sites
In pre-publishing environments where multiple environments are used for
development, authoring, testing, and staging, use the following guidelines:

Code development and testing Use an MSDN liense. For more information,
SeeMSDN Subscription Licensing
(http://go.microsoft.com/fwlink/?Linkld=81665&clcid=0x409).

Content authoring Use theserver license with the appropriatenber of
CALs.

Staging Staging environments are typically configured to match the
production environment. Consequently, use the Internet sites license.
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More information about licensing

For more information about licensing, see the following resources

e How to buy Microsoft Office SharePoint Server 2007
(http://go.microsoft.com/fwlink/?Linkld=81594&clcid=0x409)

e Microsoft Office SharePoint Server 2007 frequently asked questions

(http://go.microsoft.com/fwlink/?Linkld=81595&clcid=0x409)

Organizational requirements

Several criteria that are determined by your organization might affect the number
of server farms it are required, including:

e Operational divisions of responsibility

e Funding sources

e Datacenter locations

Operational divisions of responsibility

In some organizations, different divisions are responsible for different types of
Web sites or applications. If a division requirescmomy in deploying and

operating these applications, it might be appropriate to plan a separate server farm
for the division. Alternatively, you can negotiate with multiple divisions to
determine if you can be more efficient and combine multiple sitesapsingle

server farm.

Funding sources

In some organizations, the way that projects are funded might influence the

number of server farms that are required. For example, the following scenarios

might require multiple server farms:

e Each division has a separate hardware budget.

e Projects are funded independently with little opportunity to combine hardware
budgets or operational costs across multiple projects.

e Projects are funded by using different funding models. For example, an
organization might fund My Sites with a shared hardware budget, but offer
team sites to individual teams by using a @¢esbvered internal hosting
model that results in a charbgack cost for each team.

Datacenter locations
If sites must be hosted in déffent datacenter locations, you will need to plan for
more than one server farm.


http://go.microsoft.com/fwlink/?LinkId=81594&clcid=0x409
http://go.microsoft.com/fwlink/?LinkId=81595&clcid=0x409
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Availability and service-level agreements

If sites have different availability requirements and sergeel agreements, it
might be more costffective to implement multiplserver farms. The types of
scenarios that might require multiple server farms include:

e Publishing environment

o Different servicdevel agreements

e High availability

Publishing environment

A publishing environment often contains multiple environmentsbithoring,

staging, and testing. Each of these environments will have different availability
requirements and servidevel agreements than the production environment. The
authoring, staging, and testing sites have a much smaller user load and ate subje
to greater instability from testing activities.

At a minimum, plan to deploy at least two server farms: one for the published site
and one for the authoring, staging, and testing activities. Depending on your
organization, you might need to plan a sapaserver farm for each of the pre
publishing activities.

For more information about planning for a publishing environment, see
"Functional requirements" later in this article.

Different service-level agreements

Some sites in your production environmenght have different servieevel

agreements. Consider the following examples:

e Your organization might define some types of content as more critical than
others. For example, content in team sites might be more critical to business
objectives than content in My Sites. Consequently, the service windows for
restoring each type of ctemt in the event of a disaster might differ.

e Sites that host securityritical data might require greater measures of security,
including a more secure authentication method, increased logging, or faster
application of software updates.

Different servie-level agreements do not necessarily require separate server

farms. In some cases, sites with different serlégel agreements can be hosted

efficiently on one server farm. In other cases, specific seteied requirements

are better met by deployirsites to separate server farms.

Evaluate the servielevel agreements with the following in mind:

e Creating separate Web applications or application pools on the same server
farm provides the opportunity to implement different authentication methods
and accessontrol policies. This approach also results in separate content
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databases, which can betmgsd in priority order based on serviewel
agreements.

¢ Requirements that affect the topology, configuration, and operations of the
overall server environment might be met more efficiently by deploying more
than one farm.

High availability

Some orgaizations require the ability to fail over to a server farm in a different
geographic location in the event of a disaster. Office SharePoint Server
2007supports SQL Server log shipping to bagkdatabases. By using the
backup copies, you can quickly buddserverfarm to bring data online.

If your organization requires the ability to bring up a server farm in a remote
datacenter, then plan for at least two server farms.

Functional requirements
The content for this section is coming soon.

Security isolation requirements

Many isolation requirements can be achieved on a single server farm. On the

other hand, some scenarios require more than one server farm.

Office SharePoint Server 20@rovides the opportunity to isolate applications

that are hosted on tharee server farm by using one or more of the following

isolation methods:

e Use different Internet Information Services (1IS) application pools with
different process identities to achieve isolation at the process level.

e Use separate Web applications to achieve isolation at the Web application
level.

e Use separate Shared Sees Providers (SSPs) to achieve isolation at the
content and audience levels.

For more information about using these methods, see the following articles:

e Logical architecture components

e | ogical architecture model: Corporate deployment

Although there are no technical reasons why you might need to deploy more than

one server farm to achieve security isolation, some organizational requisemen

will dictate that more than one server farm be implemented. The following

scenarios are examples:

¢ In some industries, such as investment banking, industry rules dictate physical
isolation between sites.
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e Some organizations that outsource IT projects, such as a state government,
might issue contracts that require physical isolation of applications.

e Some organizations are not comfortable relying on isolation at the software
level and insist on physical isolation.

e The need to secure critically sensitive data, including administrative access to
operate a server farm, might result in a requiremerd furysically separate
environment.

If any of these types of scenarios apply to your deployment, you might need to

plan for more than one server farm.

Performance and scalability

If none of the previous criteria mandate more than one server farm, cahsider
following aspects of performance and scalability:

e Software boundaries

e Application profile

e Throughput

Software boundaries

Depending on the scope of your deployment, scale guidelines might indicate that
more than one server farm is necessary. RevieWwidheor software boundaries

(Office SharePoint Server) article to determine if a single server farm will
accommodate the scale that you expect.

Application profile

In larger envirmments, you can increase the performance of a server farm by

optimizing the farm for applications with similar performance profiles. For

example, published intranet content, such as a human resources site, has a much

different performance profile than caliorative content, such as team sites.

Consider the following types of factors that contribute to a performance profile:

e Volume of requests. For example, My Sites typically result in fewer requests
than team sites.

e Readonly content vs. collaborativeontent.

e Volume of content. For example, a records center stores a great volume of
data but processes few user requests.

Throughput

In some cases, the expectation for throughput requires you to implement multiple
server farms. For information about plamnto meet throughput requirements,
SeeChapter overview: Plan for performance and capacity (Office SharePoint Server).
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Design extranet farm topology (Office
SharePoint Server)

Content for this article is coming soon. In the meantime, use the following
resources to plan for Internfetcing server farms using Microsoft Office
SharePoint Server 2007:

Model: Office SharePoint Server Extranet Topologies
(http://go.microsoft.com/fwlink/?LinkID=73153&clcid=0x409) illustrates and
describes the supported topologies for Intefaeing €rver farms.

Logical architecture model: Corporate deployment describes a practical
implementation of logical architecture componentsclueve a workable

design in an extranet environment. This article is intended to be used together
with the following modelDesign Sample
(http://go.microsoft.com/fwlink/?Linkld=821518cid=0x409). This example
design incorporates choices for authentication and zones that allow access to
remote employees, partner employees, customers, and internal employees.
Plan security hardening for extranet environments details the hardening

requirements for an extranet environment in which a Office SbareBerver
2007server farm is placed inside a perimeter network and content is available
from the Internet or from the corporate network.
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Design content deployment topology

Content deployment copies content from a source Microsoft Office SharePoint
Sener 2007 site collection to a destination site collection, either based on a
schedule or manually. This article describes elements of topologies designed for
content deployment and illustrates typical content deployment topologies. For an
overview of contendeployment using Office SharePoint Server 2007 psee

content deployment.

In this article:

e Elements of content deployment topologies

e Typical content deployment topologies

Elements of content deployment topologies

Most content deployment topologies include two or more server farms, t@atgepa

the authoring environment from the production environment. A server farm used

in content deployment can have one of the following purposes:

e Authoring The farm contains the site collection that is used by the centent
creating team to write the content.

e Production The farm contains the site collection that presents the content to
its intended audience, and it usually has tightened $gcuri

e Staging The farm contains a site collection that is a copy of the production
site collection, so that the content can be reviewed and tested before it is
published.

On any farm that exports content, you must specify a singledrahserver as

theexport server. Similarly, on any farm that imports content, you must specify a

single frontend server as the import server.

Content deployment packages are implemented as cabinet (CAB) files divided, by

default, into 160MB chunks, which are collected antemporary location on the

export server. After all the CAB files have been created and moved to the

temporary directory on the export server, the content deployment job is initiated.

After all the CAB files are received on the import server, the deplogetent is

copied to the destination Web sites.

Both the export and the import freahd servers must have sufficient disk space

to hold the full set of CAB files for the largest content deployment job that could

run. CAB files are removed from the temaor directory on the export server

after all of them have been successfully sent to the destination farm. CAB files are
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removed from the temporary directory on the import server after the site content
has been successfully deployed to the destination sites

Typical content deployment topologies
This section illustrates common content deployment topologies.

Standard Internet site topology

The standard Internet site topology is typical of topologies used to publish an
Internet site, such as a corporationt®inet presence site or a news organization's
online news site. It includes two server farms: one to host the production site
collection, and the other to host the authoring site collection along with other sites
used by the authoring team. Users of thadpction server farm belong to a
separate Active Directory® directory service domain, and some production farm
users may be anonymous.

One frontend Web server in the production farm must be configured to import
content from the authoring farm. Optionalllgis server can be used to only

import content.

The authoring server farm contains the site collection used to author the site's
content. A frontend Web server in the authoring farm must be configured to
export content from the authoring site collectiorthe production farm.

Often in this topology, the production farm is hosted in a perimeter network
protected by outer and inner firewalls to increase security. For more information
about deploying a perimeter configuration, Besign extranet farm topology (Office
SharePoint Server).
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Variations on this topology include:

Single authoring farm publishing to multiple production farms In this

variation, multiple farms are deployed in the perimeter network. Each

production farm may have the same content, or sites may vary from farm to

farm. This topology can be configuredmultiple ways:

e The authoring farm can deploy to all of the production farms.

e The authoring farm can deploy to one production farm; by using content
deployment, that production farm can then deploy to the other production
farms.

Multiple authoring farms publishing to a single production farm Different

authoring teams, each working on their own authoring farm, may work on

separate site collections that are published to a single production farm.

Three-stage topology

In some solutions, a threstagetopology is deployed, including an authoring
farm, a staging farm, and a production farm. The staging farm is used to test or
review the content before it is published to the production farm.
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In a threestage content deployment topology, the authoring fipioys to the
staging farm, so a frorgnd Web server in the authoring farm must be configured
to export content. A frorénd server in the staging farm must be configured to
import and export content. A froehd server in the production farm must be
configured to import content from the staging farm.

Internet Perimeter network Intranet

Authoring
Farm i'

Database

i' sBrver

Application
server

Production
Farm i
Application

Servers
Front end ‘ ‘

SBrvers

Front-end
export server

Staging
Farm
Front-end

importfexport server
Application
servar I—
-

Database import server Database

|
|

|

|

|

|

|

|

sarver

| | | sarver

i i'
|

|

|

|

|

|

|

Domain controller .
Domain controller

Single-farm topology

Content deployment can be configured within a single server farm. In this

topology, authors work in one site collection and deploy to a duplicate publishing

site collection on the sae farm. The site collections are in separate Web

applications, and they use separate databases on the same computer running

Microsoft® SQLSer ver E. Security is managed by gr a
the content rather than by using separate Active Ringdomains.
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Design document conversions topology

In this article:

e About document conversions

e Typical document conversion topologies

e Configuring document conversions in a server farm

e Planning topologies for document conversions

Microsoft Office SharePoint Server 2007 supports instatiogument converters

on the server thatti@isers transform documents from one format to another.
Conversions can be run either from the user interface or programmatically, such
as from a custom workflow. The relationship between a source document and its
transformed counterpart is maintained.

Along with providing the infrastructure on the server to install and run document
converters, Office SharePoint Server 2007 includese@ment

Conversiond.oad Balancer Service that you can configure to optimize the use of
your server resources. Deployingcdoent conversions includes tuning your
server farm to optimally balance the load as documents are transformed.

About document conversions

A document converter is a program that takes a document of one file type and
generates a copy of that file in anothier type. Office SharePoint Server 2007
includes converters for transforming documents into Web pages. For example,
Office SharePoint Server 200 tcludes theerom Word Document to Web Page
converter that transforms documents based on Microsoft Office RaD7 into
Web pages. Office SharePoint Server 2830 includes an extensible framework
for you to enable your own custom document converensdetailsabout

creating and deploying custom converters, see the Office SharePoint Server

2007 Software Development Kit.

You can make a document converter available to users in two ways:

¢ Make it available from all document libraries on the server.

e Associate it with a content type anethassociate that content type with a
document library. Users can then convert documents of that content type by
using theConvert Document command. For more information about content
types, se®lan content types.

Document conversions can be resotuntensive. Because of this, two services

are included in Office SharePoint Server 28®%help manage document

conversion performance:
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Document Conversions Launcher Service schedules and initiates the document
conversions on a server. When Office SharePoint Server 2007 passes it a
document conversion request, the Document Conversions Launcher Service
calls the appropriate document cortee. In most server farm configurations,
the Document Conversions Launcher Service and the converter programs that
it starts should be installed on an application seivach application server

can only have a single Document Conversions Launcher Sexmvadsed.
Document Conversions Load Balancer Service balances document conversion
requests from across the server farm. When it receives a converter request
from Office SharePoint Server 2007, the Document Conversions
LoadBalancerService returns a Uniform Resacerldentifier (URI)pointing

to the appropriate Document Conversions Launcher SeAaceapplication

server can only have a single Document Conversions Load Balancer Service
enabled.

Application server
running kead | ...
balancar service

The following graphic illustrates how these two services work:

Front-end senﬂea

Lercher 1 Laurcher 2
Converter A Conyertar &
Convertar B Coneerter B

A user or service requests a conversion of type "A." The Web application
asks the Document Conversions Load Balancer Service for an available
launcher.

The Document Conversions Load Balancer Service returns a URI for the most
available Document Conversieihauncher Service.

The Web application sends the conversion request to the available Document
Conversions Launcher Service.

The Document Conversions Launcher Service runs Converter A and notifies
the Web application when the conversion is done.
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5. The Web application notifies the Document Conversions Load Balancer
Service that the conversion is complete, making it available for new requests.

Typical document conversion topologies

In the most basic document conversions topology, a single applicatigaT s
contains both the Document Conversions Launcher Service and the Document
Conversions Load Balancer Service, along with the document conversion
programs:

Basic conversions
topology

Front end
Servers

Application server
with Load Balancer
and Launcher i
services

Converter A
Converter B

Database
server i )
-

If the performance limits of a single application server are exceeded, better
performance cahe achieved by using multiple application servers to host
identically configured instances of the Launcher Service and its associated
document converter programs. A Load Balancer Service can be configured to
balance document conversions across multiplécgtipn servers, each running

the Document Conversions Launcher Service, if each of the application servers
running the Document Conversions Launcher Service has the same set of
document conversion programs installed:
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Adding launchers and converters

Front end
SErvers
Application
Servers il i'

Launcher 1 Launcher 2 Load Balancer
Corverter A Converter A
Converter B Converter B

Database
server i -
-

Each Office SharePoint Server 20¥&b application can only point to one
Document Conversions Load Balancer Service. If two Web applications require
separate document converters, then two application servers will be required,
onefor each Document Conversions Load Balancer Service. lioliba/ing
example, each Web application has a dedicated pair of application servers, one
running the Load Balancer Service and the other running the Launcher Service
and document conversion programs:
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Adding load balancers

Front end
SEIVErs

Application - - .

Launcher 2 Load Load Launcher 1
Corverter C  Balancer 2 Balancer 1 Convester A
Corverter D Converter B

Database
server -
e

Configuring document conversions in a

server farm

Corfiguring the document conversions services on a server farm requires manual

steps described in this section.

1. On each application server running the Load Balancer Service, determine the
port on which the Load Balancer Service is running. To do thighese
regedit command on the application server running the Load Balancer
Service, and search for the following key:
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office
Server\12.0\LoadBalancerSettings]

2. Configure the Document Conversions Launcher Service log ulse registry.
Search for the following key:
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office
Server\12.0\LauncherSettings]

a. On each application server running the Document Conversions Launcher
Service, set the value of the entvadBalancerUrl to the UR. of the
relevant Load Balancer Service by using the following syntax:/[Load
Balancer Server]:[Load Balancer port]/HTMLTrLoadBalancer. For example,
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"http://SampleServer:8093/HTMLTrLoadBalancer" sets the URL of the
Load Balancer Service running oretkerver Http://sampleserver.

The Load Balancer Service port number is the value you
determined in the previous step. If your farm has multiple
application servers running the Load Balancer Service, make sure
that you use the port number of thereot Load Balancer Service.

b. Set the value of the entPprt to the port number that the Launcher
Service will open for incoming conversion requests. The default port is
8082.

If the application server running the Load Balancer Service or the Launcher

Service has multiple IP addresses (for example, if the server has two or more

network cards), specify the correct IP address for document conversion

communications.

If a server with multiple IP addresses is running the Load Balancer
Service or theeauncher Service, you may see an error message in the
Unified Logging Service (ULS) log with the value 6062 or 0000, the
event category "Load Balancer Service" or "Launcher Service," and
the description string "Foundvalid ip addresses for this machine.
Choosing this oneinn.nnn.nnn.nnn"

To specify the correct IP address for document conversion communications,

edit the .config file of the Load Balancer Service or the Launcher Service

executable program, and provide an IP address mask to exclude all IP
addresses except the one used by the Load Balancer Service or the Launcher

Service:

a. Use the PING commanrithe utility from a server running the Launcher
Service to determine the IP address of the server running the Load
Balancer Service. For example:

Ping servername
Similarly, use the PING utility to determine the IP address of a server
running the Launcher Service.

b. Open the .config file for the Load Balancer Service or the Launcher
Service executable program; it is located in the same folder astitese
executable program. For example, if the Launcher Service executable
program is in GProgram Filesvicrosoft Office
Servek12.0Bin\Microsoft.Office.Server.Conversions.Launcher.exe, then
the .config file would be GProgram Filesvlicrosoft Office
Servei12.0Bin\Microsoft.Office.Server.Conversions.Launcher.exe.config
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c. Inthe .config file, update the value of tkeyIPExclude entry. The value
of this entry is a regular expression that is compared against all IP
addresses. Any values that matchkég are excluded as the IP address to
use to communicate with the Load Balancer Service or the Launcher
Service. You should set an IP address mask that filters out all others
except the correct one. For instance, if your server had 1.1.1.1, 1.1.1.2, and
1.1.1.3 as valid IP addresses and you wanted to use 1.1.1.3, you would use
the following:
keylPExclude value= (1\.1\.1\.1)|(1\.1\.1\.2)
Note that the keylPExclude key works for IPv4 and IPv6. For information
on creating regular expressions, see
http://go.microsoft.com/fwlink/?Linkld=79218&clcid=0x409.

d. After changing the .config file for the Launcher Service or the Load
Balancer Service, restart the service. Onstiae menu, click
Administrative Tools, and then cliclservices. Locate the Office Document
Conversions Launcher Service or the Office Document Conversions Load
Balancer Service and, from the shortcut menu, stop and then restart the
service.

Planning topologies for document

conversions

Use theMicrosoft® Office SharePoint® Server 2007 Document Conversions Topology

Worksheet to record your document conversions topology decisions:

In the Load Balancer Servisection of the worksheet, for each application server

that will run the Load Balancer Service:

1. Record the URL of the application server.

2. Record the IP address of the application server.

3. Record the port number on which the Load Balancer Servicaimsng.

In the Launcher Service section of the worksheet, for each application server that

will run the Launcher Service:

1. Record the URL of the application server.

2. Record the names of the document conversion programs that will run on the
server.

3. Record the URL of the application server running the Load Balancer Service
for this Launcher application server.

4. Record the IP address of the application server.

5. Record the port number on which the Launcher Service is running.



http://go.microsoft.com/fwlink/?LinkId=79218&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=79713&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=79713&clcid=0x409
http://go.microsoft.com/fwlink/?LinkID=79713&clcid=0x409

Worksheet

Microsoft Office SharePoint Server 2007 Document Conversions Topology Worksheet

(http://go.microsoft.com/fwlink/?Linkld=79713&clcid=0x409)
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Plan for availability (Office SharePoint
Server)

This artcle describes the availability options for the server roles included in a
Microsoft Office SharePoint Server 2007 farm. After reading this article, you will
be able to identify and record the availability options that are appropriate for your
environment.

In this article:

e About availability

Define server redundancy requirements

Plan for a minimum level of availability

Plan front-end Web server availability

Plan application server availability

Plan database availability

Select a baseline topology

About availability

Avalilability management is concerned with theligbof a system to respond
predictably to requests. The availability of a service relies on the health of a
number of components, including the network and the server computers that are
hosting the service. Sever computer dependencies such as netwsrkpoarer
supplies, and hard disk drives can all affect the availability of your service. This
article focuses on the availability options for the server roles included in a Office
SharePoint Server 2007 server farm. This article does not address thieilgyaila

of other components.

One of the most common measures of availability is number of nines. This
translates into the percentage of time that a given system is active and working.
For example, a system with a 99.999 uptime percentage is said to leneés

of availability. The following table correlates the number of nines to calendar
time equivalents.

Acceptable uptime Downtime per day Downtime per month | Downtime per year
percentage
95 72.00 minutes 36 hours 18.26 days

99 14.40 minutes 7 hours 3.65 days
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Acceptable uptime Downtime per day Downtime per month | Downtime per year
percentage

99.9 86.40 seconds 43 minutes 8.77 hours
99.99 8.64 seconds 4 minutes 52.60 minutes
99.999 0.86 seconds 26 seconds 5.26 minutes

Office SharePoint Server 2007 supports scalable server farms for high availability
and performancélypically, avalability is the first consideration in determining

the number of server computers to start with. After factoring in availability
requirements, performance and capacity planning also play a role in determining
both the number of servers and the size oragpaf the server computers in a
server farm. Adding server computers to meet these goals also increases the
overall availability of your service.

The purpose of this article is to help you determine the minimum requirements to
allow your deployment to &geve your goals for uptime and address your
tolerance of downtime. After achieving minimum availability in your design,
subsequent articles will guide you through the process of optimizing the server
topology and hardware requirements to achieve perfaenand capacity goals.

Define server redundancy requirements

By the end of this section, you will be able to decide if you need to build
minimum availability into your server deployment topology by deploying
redundant servers (three or more serversy,ibmakes sense for your

organization to plan for a limited server deployment that has no redundant
servers. If you have already identified high availability as a requirement for your
deployment, you do not need to read this section. Instead, go dicet®ian for
minimum availability” later in this article.

For many organizations, the high availability requirements of a solution drive the
initial deployment design. These organizations rely on providing user access to
services and information. If a e fails or is down for a period of time, the
consequence to the business can be detrimental. Such organizations have a low
tolerance for downtime and will likely define their uptime goal as a more
important criterion than the cost of additional servecgiired to build availability
into the design.

By contrast, some organizations can tolerate a certain amount of downtime.
Downtime for a short period of time is an inconvenience for these organizations
but it is not detrimental to the business. Suchmiggdions might be willing to
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accept the risk of unplanned downtime as an acceptabledfifie the reduced

cost of implementing fewer servers.

To gauge your organizationds tolerance of
guestions.

Question Yes No

Is your availability
requirement 99% or
greater?

If the service becomes
unavailable, will
employees of your
organization be unable
to reasonably perform
their expected job
responsibilities?

If the service becomes
unavailable, will
business and customer
transactions be halted,
leading to loss of
business and
customers?

If you answered yes to any of these questions, your organization's tolerance of
downtime is low enough to require that a minimum level of availability be built
into the server farnopology.

If you are still unsure, consider the cost of downtime relative to the cost of

implementing additional servers. First, estimate the cost of downtime to your

organization for a typical server failure:

1. Estimate the cost per hour that your campwill incur if the service is
unavailable. This cost can include lost customer sales (not necessarily delayed
customer sales), lost productivity of employees, and the cost of IT services
required to bring the service back up.

2. Estimate how long it fyically takes (in business hours) to resolve server
hardware issues in your organization. It might be useful to review hardware
and software supplier maintenance contracts to obtain this figure.

3. Multiply the cost of downtime (per hour) by the numbehofirs typically
required to resolve server hardware issues. This final number is an estimation
of the cost of downtime to your organization for a typical server failure.
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Next, estimate the cost of purchasing and maintaining a server in your

organization:

1. How much does your organization typically spend purchasing a server
computer?

2. How much does your organization typically spend maintaining a server
computer on a yearly basis? You can estimate this value by dividing the
relevant IT budget by the mber of servers currently supported.

3. Add these two numbers. This is the estimated cost to your organization for
each additional server you add to your server farm.

You can additionally add the cost of licensing and maintaining software on these

serves if you want to estimate the total cost of ownership per server computer.

By evaluating these two numbers, you can gauge the cost to mitigate the risk of

downtime to your organization. If the cost of a single hardware failure is greater

than the cost ahtroducing additional servers into your organization, you can
reasonably justify the expense of building availability into your server topology.

The next step in the planning process is to build redundancy into the server farm

design. Go to "Plan for a mimum level of availability” later in this article.

If, on the other hand, the cost of introducing two or three additional servers into

your organization greatly exceeds the estimated cost of downtime for a typical

server failure, you can reasonably jiist limited server deployment that is not
designed for availability. If so, ensure that this decision is reflected in any service
documentation that you produce. However, your goals for performance and
capacity might indicate that additional server corafmiire necessary.

Plan for a limited server deployment

If you do not need to build availability into your server deployment, the starting
point for your server topology is one or two servers. For a limisslpurpose,
you can deploy a single server.

| User Requests

Web Server

Application Server
Database
-

Limited-use purposes include the following:
¢ Installing Office SharePoint Server 2007 for evaluation purposes.
e Deploying only Microsoft Windows SharePoint Services 3.0.
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¢ Deploying a subset of the Office SharePoint Server 2&@mres.

e Deploying Office SharePoint Server 20f@r a limited purpse (such as for a
single department) or for a limited number of users.

The recommended starting point for most Office SharePoint Server

2007deployments is at least two server computers:

e Server 1: Fronend Web server and application server computer

e Server 2: Dedicated SQL Server computer

User Requests

Web Server
Application Server

i' Database
-

Worksheet action

On the Availability plan worksheet
(http://go.microsoft.com/fwlink/?LinkID=
73333&clcid=0x409), do the following:

¢ Indicate that redundancy is not
required.

e Select the most appropriate server
topology to use as a starting point
for your deployment (either one
server or two servers) and copy and
paste this topology into the
worksheet.

¢ In the Notes section, indicate which
application server roles you plan to
deploy.

After you complete the worksheet, go to the following article to complete the next
planning stepChapter overview: Plan for performance and capacity (Office SharePoint
Server). The completion of this planning step will determine the total number of
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servers recommended for your server deployment plan. You do ribtoesad
the rest of this article.

Plan for a minimum level of availability

To deploy a higkavailability solution, you must deploy a server farm. By using a
server farm, you mitigate against the effects of unexpected downtime as well as
downtime that iselated to ongoing maintenance, such as operating system
updates.

There are several different server topologies that can be used as a baseline. Each
of these topologies builds in a level of server redundancy. This section provides
an overview of these seer farms.

Four-server farm

The smallest server farm that builds in availability consists of four servers:

e Servers one and two: Web servers and query role installed on both computers.
Additional application server roles, such as Excel Calculation&sivcan be
installed on one or both servers.

e Servers three and four: clustered or mirrored database server.

The caveat with this farm size, however, is the choice of where to deploy the

index server role. If the index role is installed on the sameseomputer as the

guery role, the index role no longer propagates content indexes to external query
servers. Consequently, if you install the index server role to one of the Web
servers, you lose the ability to host the query role on both Web serversaio

install the index role on the database server, achieving availability of the query

role on the Web servers. However, the performance of the database server will be

affected.
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User Requests

. ..

Each server includes:
=  \Web Server
=  Application Roles

Clustered or Mirrored
SOL Server

Five-server farm

The most common highly available server farm topologyduces a middle tier
and consists of five server computers.

User Requests

[

.

Web Servers

[

—i' Application Server

Clustered or Mirrored

.
ili' SOL Server
-

Given this topology, you can install all application server roles on the dedicated
application server. This design optimizes the performance of thednoh¥Veb
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server computers by enalgiyou to offload one or more application server roles

to the middle tier.

The primary planning decision to make with this topology is where to install

application server roles. The index server role should remain on the dedicated

application server. Howev, your decision about where to install additional

application server roles depends on whether you want to optimize the server farm

for performance or for availability. If redundancy of application server roles is a

priority, you can install applicatioresver roles that are designed to be redundant

(Excel Calculation Serviceguery, and Microsoft Office Project Server 2007) on

the two frontend Web server computers. To optimize for performance, consider

moving first the Excel Services role to the applmaserver and next the query

role. The planning choices that you make a
availabilityo | ater in this article will d
for your environment.

Six-server farm

For maximum redundanayith a minimum number of servers, deploy an

additional application server to the middle tier for load balancing application
server roles that are designed to be redundant. This server farm topology consists
of six servers. The query role is installed te YWeb servers to achieve

redundancy.

@ User Requests

ill I Web Servers

L |

— i ' i' Application Servers
]

Clustered or Mirrored

ilif SAL Server
-
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If you plan on deploying the Excel Calculation Serviapplication server role or
the Office Project Server 20@pplication role to the farm and availability of
these services is a priority, this is the recommemstiding point. This topology
protects these server roles from direct user connections and optimizes the
performance of the overall farm when compared to smaller farms.

Three-server farm

There is another alternative for deploying fewer servers. Withea s@rver farm,

you must choose which of the server roles to make redundant: either the Web
server role or the database server role.

By adding the third server to the Web tier, you achieve redundancy of the Web
server role. The query and index roles ciéimee be installed on the same Web

server or they can be separated onto different Web servers. The query role cannot
be installed to both Web servers to achieve redundancy.

Although availability is limited, this topology increases the overall performance

of the small farm. Use this topology when performance is more important than
data redundancy.

@ User Requests
1
i I lEach server includes:

Web Server
Application Roles
F Dedicated SCL Server
i -
By adding a third server to the database tier, you can help ensure availability of

critical data. Plan to use this smirm topology when availability of yo data is
critical but temporary loss of user access is acceptable.
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@ User Requests

Clustered or Mirrored

ili' SQL Server
-

Choosing a baseline server farm topology

Each of the server farm topologies described earlier in this article represents a
baseline starting point for designing your deployment. Téuisg point that best

suits your organization depends on which server roles you require redundancy for
and also which application server roles you plan to use.

The rest of this article describes the redundancy options for each of the server
roles. Usehie Availability plan worksheet to record your decisions for each of
these roles. By the time you are finished with this article, you will be able to
identify the baseline topology that can deliver the availability that your
organization requires. This ikd topology that you will use as a baseline when

you start planning for capacity and performance.

Web Server
Application Server

Plan front-end Web server availability

Use this section to:

e Determine if your organization requires redundancy built into the Web tier.

e Plan which Weberver load balancing technology to implement.

Most organizations require redundancy at the Web tier. There are a small number
of scenarios in which a threserver farm with one server running the Web server
role makes sense. To determine if your orgamnatequires redundancy at the

Web tier, answer the following questions.
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Question Yes No

Is your overall
availability requirement
below 99%7?

Is the availability of
your data critical?

Can your organization
tolerate temporary loss
of access to the data?

If you answered Yes to all of these questions, your organization can likely use a
single Web server in exchange for adding an additional database server to achieve
data availability. I n this cas&m, go to the
availability.o

If you answered No to any of the questions, Web server redundancy is important

to your deployment design. In this case, plan to implement at least two Web

servers.

The next step is to plan which load balancing technology to implefvémiows

SharePoint Services 3sipports two methods of load balancing:

e Software, such as Network Load Balancing (NLB) services in the Microsoft
Windows Server 2003 operating system. NLB runs on the-&ndtWeb
servers, and uses TCP/IP to route retguddecause NLB (and other software
load balancing solutions) runs on the frenid Web servers, it uses the front
end Web system resources, reducing the resources you can use for serving
Web pages. However, the impact on system resources is not great, and
software solution can handle up to 32 frend Web servers.

e Hardware, such as a router or switch box. Load balancing hardware uses your
network to direct Web site traffic between your frend Web servers. Load
balancing hardware is more expensive to set up than software, but does not
affect your frontend Web srver resources. Windows SharePoint Services
3.0can be used with any load balancing hardware.

Although not recommended, there is a third method of load balancing:-round

robin load balancing with Domain Name System (DNS). Reatth DNS load

balancing camise significant resources on the fremd Web servers, is slower

than loadbalancing software or hardware, and is not recommended for use with

Windows SharePoint Services 3.0. Alsmindrobin DNS load balancing does

not take session load into accouritem routing a user to a server, which can lead

to a server being overloaded.

The Office SharePoint Server 208@ployment guide includes instructions for

configuring NLB in Windows Server 2003. If you choose to implement a
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different technology for load bahcing, factor this into your planning and
deployment process.

Worksheet action

In the Web server role section of the
Availability plan worksheet
(http://go.microsoft.com/fwlink/?LinkID=
73333&clcid=0x409), indicate the
availability choices for the front-end
Web server tier.

Plan application server availability

Which baseline server topology you choose depends on your requirements for
redundancy of application server roles. Thidisacdescribes the application
server roles relative to their availability options.

Application server roles for Office SharePoint Server Zaflinto two

categories:

e Roles that can be redundant

¢ Roles that cannot be redundant

Roles that can be redundant

These application server roles can be deployed to multiple servers. The code that
is deployed to each server is identical and the application server roles tlr@ot s
any data. In other words, each instance of these server roles remains identical. If
one of the server computers fails, no saved data is lost. The Web servers
automatically load balance requests to these server roles across the available
application sever computers.

The following application server roles can be deployed redundantly:

e Query The query role can be deployed to any number of application server
computers or it can be deployed across Web servers. There is one limitation,
however. If the query role is deployed to the same server that hosts the index
role, the query role caot be deployed to any other server computers. This is
because the index role recognizes that the query role is on the same server
and, consequently, does not attempt to propagate the index. In some scenarios,
you can optimize the throughput of your serfegm by deploying the query
role across your Web servers, even if you have introduced a middle tier for
dedicated application servers. For example, if more than 50% of the content
requests coming into the server farm are requests for static content,
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performance is potentially optimized by hosting the query role on the Web
servers. This is because the query role caches the content that it serves,
making it readily available for subsequent requests. The query role is unique
in this sense.

e Excel Calculatio ServicesThe Excel Calculation Services role performs
Excel calculations on Excel workbooks that are stored in the content
databases. This application server role is unique in that it stores s&iséeon
information throughout the duration of a usersgas. When a user opens a
workbook, the Web server role continues to route the user requests to the
same Excel Calculation Services server until the workbook is closed and the
user finishes the session. The Excel Calculation Serategan be a
resourcentensive role. In some scenarios, you can optimize the performance
of your farm by deploying this role across all Web servers.

o Office Project Server 200XIthough Office Project Server 200§ not
included with Office SharePoint Server 2007, it is tooiil the Windows
SharePoint Services 3platform and can be deployed to a Windows
SharePoint Services 3 Office SharePoint Server 20€6fm. The Office
Project Server 200&pplication role serves requests for Office Project Server
2007services and da to the Microsoft Office Project Web Accessvers.

Roles that cannot be redundant

Application server roles that cannot be redundant include index and Windows
SharePoint Services 3s@arch. These application server roles can be deployed to
multiple severs;however, the multiple servers are not redundant. These server
roles are configured to crawl content and generate content indexes. If you deploy
these roles to multiple servers, each server crawls different content.
¢ Windows SharePoint Services 3.Be Windows SharePoint Services
3.0search application role is an option if you are not using Office SharePoint
Server 200guery and indexing. The Windows SharePoint Services
3.0search application role includes both the search and indexing components.
These components cannot be divided. Additionally, Windows SharePoint
Services 3.@earch is required to provide full text search of Help.
Consequently, you can consider deploying this application server role to a
Office SharePoint Server 20€arm to achievehis functionality (even if
Office SharePoint Server 20@@arch is deployed).
o Office SharePoint Server 2007 Office SharePoint Server 2007, the index
role is associated with a Shared Services Provider (SSP). The index role
builds one index per SSP. ®mdex server can be associated with multiple
SSPs. However, indexes across SSPs cannot be combined. You can deploy
multiple index servers to improve capacity. In this case, each index server is
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associated with different SSPs. Unlike the Windows ShareBenvices
3.0search role, content indexes produced by the Office SharePoint Server
2007index role are continuously propagatedll servers that host the query
role in a farm. Consequently, the output of the Office SharePoint Server
2007index serverale (that is, the index) is considered redundant if the query
role is deployed to more than one server computer.

If you are deploying a Office SharePoint Server 2fadih, we recommend that

you use the Office SharePoint Server 260@ry server and indexver roles.

This allows you to scale the query component out, achieving redundancy of the

content indexes. Because the primary reason for deploying multiple Office

SharePoint Server 2007 index servers or Windows SharePoint Services 3.0 search

servers isd scale for capacity or performance, subsequent planning articles will

help you decide if multiple servers are recommended for your deployment.

The following chart indicates which application server roles can be deployed

redundantly and which roles can deployed to multiple servers but are not

redundant.

Application server role Multiple servers hosting this role are
redundant

Query Yes

Excel Calculation Services Yes

Office Project Server 2007 Yes

Index No

Windows SharePoint Services 3.0 No

search

Evaluating the risks of application server failures

This section summarizes the expected consequences of a single application server
failure. In other words, if you deploy an application server role to just one server
and the server fails, whateathe potential consequences? Understanding the
potential consequences will help you prioritize the allocation of servers in your
farm. The following table lists application server roles and describes the
consequences of downtime for each.
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Application server role Consequences of downtime

Query Users will not be able to issue full-
text queries. Users can still browse
through sites and access content
exposed through the sites. If your
application depends on users or
customers being able to find content
by searching, plan to deploy the
guery server role to multiple
servers. In a five-server farm, this
can easily be accomplished by
deploying the query role to the two
Web server computers.

Excel Calculation Services Server-side rendering of Excel and
business intelligence data will not
be available. Spreadsheets cannot
be loaded, recalculated, refreshed,
or retrieved by Excel Calculation
Services. Scorecards and features
that use the Excel Web Renderer
are not available.

Users will still be able to open
spreadsheets from SharePoint
libraries by using the Excel client
application. Howe
have permission to open files in the
client, they will not be able to view
those files until the Excel

Calculation Services role is back
online.

Office Project Server 2007 services | Office Project Server

2007 applications are not available.
Project Workspaces will be
available from within the content
Web application; however, Office
Project Web Access and all related
features are not accessible. Also,
third-party integration with the
Project Server Interface will not be
available. The Office Project Server
2007 Reporting database remains
available.
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Application server role Consequences of downtime

Index Query servers will continue to use
existing content indexes until the
index service is restored and new or
updated indexes are generated.
Consequently, search results will
not include new or changed content
while the index role is unavailable.

Windows SharePoint Services 3.0 Search is unavailable. The amount
search of time required to restore the
search capability depends on if
existing content indexes can be
restored or if new indexes must be
generated by re-crawling the
content.

The general redundancy recommendation is to plan to install an application server

role to at least two application server congpsitif:

e Your solution is primarily based on the features provided by the application
server.

e Your availability requirement for the features provided by the server role is 99
percent or greater.

If your organization can tolerate temporary loss of thnctionality for the

amount of time it takes your IT team to deploy an application server role to a

different server or to restore service to the existing server, consider deploying the

role to a single application server.

Worksheet action

In the application server roles section of
the Availability plan worksheet
(http://go.microsoft.com/fwlink/?LinkID=
73333&clcid=0x409), indicate which
application server roles you plan to
deploy. For server roles that can be
redundant, indicate if your organization
requires redundancy of the role.
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Plan database availability

Use this section to help you determine if redundancy of the database server role is
a requirement for your solution. Subseqgtiplanning topics will help you decide
which database availability technology is most appropriate for your environment.
For more information, se®an for and design database storage and management

(Office SharePoint Server).

The database server roldeatts the availability of your solution more than any

other role. If a Web server or an application server fails, these roles can quickly
be restored or redeployed. However, if a database server fails, your solution
depends on restoring the database semres can potentially include rebuilding

the database server and then restoring data from your backup media. In this case,
you can potentially lose any new or changed data dating back to your last backup
job, depending on how SQL Server is configured. ididally, the solution will

be completely unavailable for the time it takes to restore the database server role.
There are several scenarios that justify the reduced cost of deploying a single
database server. To determine if your solution fits intoddiegory, answer the
following questions.

Question Yes No

Is your overall
availability requirement
below 99%7?

Can employees of your
organization continue
to reasonably perform
their job responsibilities
if the solution is
unavailable for one or
more days?

Can your organization
tolerate loss of
customer access to the
solution for more than
one day?

If you answered Yes to all of these questions, your organization might be able to
justify deploying the database server role to a single seoreputer.

If you answered No to any of these questions, database redundancy is important
for your organization. In this case, plan to deploy at least two database servers.



65

Worksheet action

In the Availability plan worksheet
(http://go.microsoft.com/fwlink/?LinkID=
73333&clcid=0x409), record whether
redundancy is required for the database
server role.

Select a baseline topology

After you identify the redundancy requirements forititevidual server roles,
review the baseline server topologies and choose the topology that is most
appropriate for your environment.

Worksheet action

Copy and paste your selected topology
into the Availability plan worksheet
(http://go.microsoft.com/fwlink/?LinkID=
73333&clcid=0x409). Use the Notes
section to record additional decisions
regarding your availability plan, such as
the specific load-balancing technology
you are planning to implement or if you
plan to deploy the query role across the
front-end Web servers.
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Chapter overview: Design logical
architecture

Logical architecture is the manner in which logical components of a solution are

organzed and integrated. In Microsoft Office SharePoint Server 2007, the logical

components includesers, zones, authentication, Shared Services Providers

(SSPs), administration sites, application pools, Web applications, site collections,

content databasedRLs, and zone policies.

The contents of this chapter will grow based on additional research and based on

your requests.

Currently in this chapter:

e Logical architecture model: Corporate deployment describes a practical
implementation of logical architecture components to achieve aabiark
design. The accompanying model illustrates a design example of a corporate
deployment of Office SharePoint Server 2007. The model illustrates how the
components of the logical architecture are incorporated into the overall
design. This article desceb the design goals for the model and explains how
the goals are achieved using the logical architecture components illustrated in
the model.

e Design My Sites architecture provides logical architecture design
recommendations for deploying My Sites within a sefaem.
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Logical architecture model: Corporate
deployment

In this article:

About the model

Overall design goals

Server farms

Users, zones, and authentication

SSPs

Administration sites

Application pools

Web applications

Site collections

Content databases

Zones and URLs

Zone policies

This article describes a practical implementation of logical architecture
components to achieve a workable design. This article is intended to be used
together with the following mode@lesign Sample
(http://go.microsoft.com/fwlink/?Linkld=82151&clcid=0x409).

The model illustrates a generic corporate deployment of Microsoft Office
SharePoint Server 2007. The model applies nearly all of the logical architecture
components and illustratbew these are incorporated into the overall design.
This article describes the design goals for the model and explains how these goals
are achieved using the logical architecture components illustrated in the model.

About the model

The model illustrates eorporate deployment for a fictitious company named
Fabrikam, Inc. The deployment encompasses two server farms. One server farm
hosts the corporate intranet and the partner Web site. The second farm hosts the
company Web site (www.fabrikam.com).

Intranet
The corporate intranet includes the following applications:

e Published intranet content (such as HRweb)
e Collaborative team sites
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e My Sites

Together, these are the content and collaboration sites that employees will use on
a dayto-day basis. Individudf, each of these applications represents a distinct
type of content. Each type of content:

e Emphasizes different features of Office SharePoint Server 2007.

e Hosts data with different data characteristics.

¢ [s subject to a different usage profile.

e Requires a different permissions management strategy.

Consequently, design choices for each of these applications are intended to
optimize the performance and security for each application.

The use of a single Shared Services Provider (SSP) brings thesappheations
together to provide:

e Navigation across the applications.

e Enterprisewide search.

e Shared profile data.

The following figure shows the three applications that make up the the corporate
intranet.



70

5"Web application: My Sites

http:/fmy

http://my/personal/<user=

Web application: Team Sites

m, http://team

‘Teaml Team2 |Team3

DD 90 VDD |
D9 DY D

I."-Web application: Published Intranet Content

Q ) http://Fabrikam

@ HR @Facilities \@F’urchas.ing




71

Partner Web

The Partner Web application hosts externalhilable site$or secure

collaboration with employees of partner companies. This application is intended

for employees to easily create sites for secure collaboration. Key factors that drive

design choices for this application include:

e Contentisolation Partners araot allowed to access other types of content
hosted on the server farm. Additionally, with a dedicated SSP you can further
isolate content by:

e Scoping search to only the site level.
¢ Not allowing navigation across site collections.
¢ Not making profiledata available across site collections.

e Separate authentication of partner accounts Partner accounts are managed
through forms authentication. Partner accounts are not added to the corporate
directory.

e Permissions management Individual site ownersnanage permissions to their
sites, inviting only necessary participants to collaborate.

In the model, the Partner Web application is hosted by the same farm that hosts

the intranet content.

Company Internet site

The Company Internet site is the compaiyternet presence. The content is
made available to customers by configuring anonymous access withrmgad
permissions. Key factors that drive design choices for this application include:

e Contentisolation Customers cannot access any other type of content hosted
on the server farm.

e Targeted management Authenticated access is provided for employees who
manage the Web site, including administrative and authoring tasks.

e Secure content authoring and publishing Separate site collections are hosted
on Farm A in the Partner Web application for authoring and staging. This
enables secure collaboration and content development with both internal and
remote employees as well as with editbp@artners who specialize in Web site
development or content authoring. Content publishing is configured to
automatically publish the content from the authoring site collection to the
staging site collection (in Farm A) and from the staging site colletti&arm
A to the production site collection in Farm B. The following figure shows the
publishing process.
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Overall Design Goals

The model illustrates a practical implementation of Office SharePoint Server
2007features within several common types oplagations. The design
implementations for each of the individual applications are discussed in this
article. The key design goals for the model include:

Use the minimum number of server farms to host the most common types of
Web sites typically required by a corporation: intranet, extranet, and Internet
sites.

Create a framework for designing an environment that can grow. Design
decisions for individueapplications do not prevent the addition of other
applications. For example, an initial deployment might include only
collaborative team sites or only the three applications that compose an intranet
(team sites, My Sites, and published intranet contBgtusing a similar

logical architecture design, you can add applications to the solution without
affecting the design of the initial applications. In other words, the design does
not incorporate design choices that limit the use of the environment.

Provide access for several classes of users without compromising the security
of the content within the disparate applications. Users from different network
zones (both internal and external) with different authentication providers can
participate in cdéboration. Also, users can only access the content they are



